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DATA GOVERNANCE IMPLEMENTATION PRINCIPLES

PRINCIPLE 1: Secure Executive Support & Build Governance Structures

PRINCIPLE 2: Develop Governance Roadmap & Conduct Gap Analysis

PRINCIPLE 3: Create Data Domain Inventory & Architecture

PRINCIPLE 4: Establish Access Rules & Streamline Request Processes

PRINCIPLE 5: Implement Data Catalog For Consistency & Lineage

PRINCIPLE 6: Foster Sophisticated Data Culture Through Literacy



PRINCIPLE 4:

ACCESS RULES & REQUEST PROCESSES



KEY 

COMPONENTS 

OF THE 

MASTER 

ACCESS PLAN 

Scope: All systems and processes that provide access to institutional data

MAP
Access Inventory

(Types of access 

available by 

domain/subdomain)

Authorization

(Approval workflows 

and criteria)

Request Processes

(How users request 

and receive access)

Security Measures

(Controls protecting 

sensitive data)

Monitoring & 

Termination

(Ongoing oversight 

& access removal)



Session Overview

Building on our 2025 AIR Forum presentation — from framework to live system

I The Governance Ecosystem

II Risk-Based Classification Framework

III Building the MAP: Implementation Methodology

IV Early Results: What Live Usage is Already Showing

V A Well-Governed Environment is Machine-Readable

VI Lessons Learned/Next Steps



The Governance Ecosystem



FOUR-TIER GOVERNANCE STRUCTURE

1

Data Trustees

Set university data policy. Appoint Functional Owners.

2

Functional Owners
Define security roles, authorize data usage, oversee 
classification and regulatory compliance.

3

Data Stewards
Operational gatekeepers. Set business rules, validate 
access annually. Can formally proxy decision authority 
to Custodians.

4

Data Custodians
System experts. Execute approved access, maintain 
audit records, implement MAP controls.





WORKING GROUP COMPOSITION

 Data Management & Integrity Working 

Group

 Focuses on ensuring data quality, consistency, 

and reliability across the institution

 Develops strategies for effective data lifecycle 

management

 Data Security & Privacy Working Group

 Reviews classification levels and access controls

 Evaluates regulatory compliance implications

 Both groups reviewed the MAP and risk rubric 

before finalization



WHY IS THE MAP NECESSARY?

WHERE IS ALL THE 
DATA?

HOW DO WE ACCESS ALL 
THE DATA?

WHO DO WE ASK FOR 
THE DATA?

WHAT ARE THE VARIOUS 
POLICIES SURROUNDING 

THE DATA?



Risk-Based Classification Framework



SECURITY CONTROL RUBRIC LEVELS

Authentication Access Control Termination Monitoring

Level 1
Basic Protection

Discretionary / Low 
Risk

Any form of
user verification

Role / permission
restriction

Manual or automated
removal on separation

Basic activity tracking
(if available)

Level 2
Standard Protection

Internal / Moderate 
Risk

Strong authentication
(MFA preferred;
strong passwords 
acceptable)

Role-based with
business justification
required

Systematic removal
with defined timelines

Regular audit review
and access validation

Level 3
Enhanced Protection

Confidential / High Risk

MFA required (ongoing)
Encrypted transmission
(one-time: secure file 
transfer; encrypted USB)

Role-based + regulatory
compliance + approval
workflows; attestation
for one-time delivery

Automated + regular
review cycles (ongoing)
Time-limited access
(one-time delivery)

Comprehensive logging
+ active review +
compliance reporting;
delivery confirmation



WHAT THE RUBRIC REVEALED

No Monitoring in Place

• Activity tracking either 
didn't exist or had never 
been configured.

No Termination Procedure

• Access removal was informal 
or non-existent in many 
methods. Nobody had 
formally asked what happens 
when someone leaves, 
changes roles, or no longer 
has a business need.

The Rubric Made it Visible

• Answering the same 4 
questions forced domains to 
confront gaps they had no 
idea existed. 



Building the MAP: Implementation 

Methodology



SURVEY DESIGN

Qualtrics survey distributed to all data stewards and domain owners

What the survey captured per method:

Request procedures and approval 

chains

Security measures in place

Monitoring and audit protocols

Access termination and revocation 

procedures

Undocumented workarounds living 

only in institutional memory

Questions were reviewed by the Data Governance 

Committee & Working Groups before distribution. 

KEY QUESTION THAT DEFINED ACCESS METHOD INCLUSION:

Is this person requesting access to institutional data for decision-

making, or is this platform just for completing operational transactions 

within your own domain?

INCLUDE IF:

People request access to this data 

for decision-making or analysis

Examples: Viewing reports, analyzing trends, 

accessing dashboards, requesting data from 

another area

EXCLUDE IF:

Platform is only for operational 

transactions within your own 

domain

Internal workflow management, booking 

resources, and submitting your own forms

Users only access their own 

personal data

Viewing own paycheck, updating own profile, 

checking own schedule

No one outside your domain 

requests this data

Internal-only tracking, reports used only within 

your unit



SYNTHESIZING

How do you turn 200+ pages of raw survey responses into a resource all faculty and staff can actually use?

THE PROBLEM

200+
pages of raw responses

Survey responses varied by domain. 

Some stewards documented everything. 

Some documented nothing.

No consistent structure. No standard 

format. No way to answer a simple 

access question without reading 

everything.

WHAT EACH RECORD LOOKS LIKE (Simplified Version)

METHOD ID MAP-METHOD-X

DOMAIN Institutional Data Domain

PRIMARY USERS Staff with decision-making need

USE WHEN Person needs data for reporting, analysis, or decision-making

DO NOT USE WHEN Person only completes transactions in their own area

SECURITY LEVEL Level 2 — Standard Protection

APPROVAL CHAIN Data Steward → Data Custodian

TERMINATION Systematic removal with defined timeline

THE RESULT

50
structured method records

15
data domains covered

Structured. Consistent. Governed.

BUT...

...too big for anyone to actually use. What could we do to make this more efficient?



WHAT EACH RECORD LOOKS LIKE 35+ structured fields per method

ACCESS METHOD RECORD

MAP-METHOD-XX

── IDENTIFICATION ──

DOMAIN: Lorem ipsum domain

SUBDOMAIN: Lorem ipsum subdomain

SYSTEM: Lorem Ipsum Platform

DOMAIN_STEWARD: Lorem I. Psum

STEWARD_EMAIL: lorem@lsu.edu

CUSTODIAN: Lorem I. Psum Jr.

CUSTODIAN_EMAIL: lipsum@lsu.edu

DEPARTMENT: Lorem Ipsum Dept.

── METHOD DESCRIPTION ──

ACCESS_TYPE: System Access

DATA_PURPOSE: Lorem ipsum dolor sit amet, consectetur
reporting

METHOD_DESCRIPTION: Lorem ipsum dolor sit amet, consectetur

adipiscing elit. Sed do eiusmod tempor incididunt ut labore 

et dolore magna aliqua ut enim ad minim veniam.

── DATA CLASSIFICATION ──

DATA_CLASSIFICATION: Discretionary

RISK_LEVEL: Low

SECURITY_LEVEL: Level 1 — Basic Protection

SECURITY_CONTROLS:
• Authentication: SSO / MFA

• Access Control: Role-based + approval

• Monitoring: See Usage & Monitoring section

• Termination: See Access Termination section

── USE THIS METHOD WHEN ──

• Lorem ipsum dolor sit amet consectetur adipiscing elit

sed do eiusmod tempor

• Ut labore et dolore magna aliqua ut enim ad minim 

veniam quis nostrud exercitation

• Duis aute irure dolor in reprehenderit in voluptate

velit esse cillum dolore

• Excepteur sint occaecat cupidatat non proident sunt in 

culpa qui officia deserunt

── DO NOT USE THIS METHOD WHEN ──

• Lorem ipsum dolor sit amet (use Method-X instead)

• Consectetur adipiscing elit sed do eiusmod (submit via 

Method-Y)

• Ut labore et dolore magna aliqua ut enim (use standard 

process)

• Quis nostrud exercitation ullamco laboris nisi aliquip

ex ea commodo

── PRIMARY USERS ──

• Automatic Access: Lorem ipsum role — no request needed

• Request Access: Lorem ipsum staff with approved business need

── ACCESS STEPS ──

1. Submit request via method listed above

2. Provide required information and justification

3. Request reviewed by approval chain

4. Access provisioned by data custodian

5. Follow LSU data governance policies

── REQUEST PROCESS ──REQUEST_METHOD: Email request to data custodian

REQUIRED_INFORMATION:
• Name

• Department / Unit

• Job Role

• Business Justification

• Specific data elements needed

── APPROVAL PROCESS ──

APPROVAL_TYPE: Any-one-of (one approver required)

APPROVAL_OPTIONS:
• 1. Data Custodian of subdomain

• 2. Designated departmental staff

TIMEFRAME: Less than 24 hours

── USAGE & MONITORING ──

AGREEMENTS_REQUIRED: Yes / No

USAGE_LIMITATIONS: Lorem ipsum — data used only for approved 

purpose

MONITORING_METHOD: Lorem ipsum — activity and access tracking 

method

── ACCESS TERMINATION ──

TERMINATION_METHOD: Manual removal by custodian

ACCESS_REVIEW: Annual — summer review cycle

AUTO_EXPIRATION: No

── RELATED METHODS ──

• MAP-METHOD-X — Related system A

• MAP-METHOD-Y — Related system B

• MAP-METHOD-Z — Related system C

── DOCUMENTATION & TRAINING ──

DOCUMENTATION: Available — link provided

TRAINING: Recommended, not required

TRAINING_CONTACT: Lorem I. Psum



So we built an AI Agent.

The LSU Data Navigator

An AI agent that answers institutional data access questions in plain language — powered entirely by the MAP's 
structure. Ask it how to get student enrollment data, who approves SIS access, or how to request a custom 
financial extract. It returns the method, the approval chain, and the right contact.

50
MAP methods

powering the agent

6
Knowledge base

files in the system

~2,000
Character agent

prompt constraint

We'll show you exactly how it works in Section V. First — what we learned putting the MAP through its paces.



Early Results: 
What Live Usage is Already Showing



ISSUE LOG/DATA STEWARD USAGE

FOUND:  One system, two purposes (single method broke routing)

A platform serving both a governance reference function and an 

active access request pathway was stored as one method. The 

agent routed all queries to the wrong place.

✓ FIXED:  Split into two separate method records — one for 

governance reference only, one for the actual access request path. 

Routing now works correctly.

FOUND:  All requests routing to one person regardless of type

No distinction between individual-level data requests and 

summary/aggregate requests — every query hit the same inbox 

regardless of scope or sensitivity.

✓ FIXED:  Routing logic refined by request type: individual-level data 

vs. aggregate data now follow separate approval paths.

FOUND:  Some domains had no documented access process at all

When stewards went to complete their survey section, they 

realized they had never formally defined how data requests 

worked in their area.

✓ FIXED:  The MAP became the first documentation of the process for 

those domains — filling a gap that predated the project.

FOUND:  Agent failing on cross-domain queries

One large knowledge base file caused the AI to lose context on 

queries spanning multiple domains — retrieval was inconsistent 

and sometimes wrong.

✓ FIXED:  Split the knowledge base into per-domain files. Retrieval 

precision improved significantly across all cross-domain query types.

Soft-launched to working groups & data stewards before public release. Issues surfaced, fixes made, lessons learned.



WHAT THE MAP OFFERS THAT WE DIDN’T HAVE BEFORE

Faster public records 
request response — clear 
chain of what data exists 
and who approves access

Cleaner onboarding — 
new staff have a single 
source for understanding 
how to access 
institutional data

Defensible access 
decisions — documented 
process that can be 
shown to auditors, legal 
counsel, and 
stakeholders

Sets clear parameters for 
access — who can have 
it, how long they can 
store it, how it's delivered

Allows domains to 
identify weaknesses in 
access methods. 



A Well-Governed Environment is a 

Machine-Readable Environment



HUMAN STYLE DOCUMENT VS MARKDOWN/CHUNKING

✗ Narrative Governance Document

4.2  Accessing [Domain] System Data

The [Domain] system provides authorized LSU faculty and staff with access to institutional data for reporting, analysis, 
and operational purposes. Users wishing to obtain access should submit a request to the appropriate data steward for 
their area. Requests are typically processed within one to three business days depending on the nature of the request 
and the sensitivity of the data involved. In cases where the request involves data classified as confidential under PS-
124, additional approval from the data functional owner may be required before access is granted.

Access to this system is role-based and subject to the university's data governance policies. Users with a standard 
business need may be granted view-only access, while those requiring data extracts or elevated permissions must 
provide additional justification. The data steward reserves the right to restrict access based on job function, 
departmental need, and applicable legal or compliance requirements including FERPA, HIPAA, and Louisiana state 
statutes where relevant.

...the relevant data steward will confirm whether the business need still exists. Monitoring of system usage is the 
responsibility of the data custodian, who should report any anomalies to the data functional owner. Where automated 
termination is not available, manual removal should be completed within the timeframe specified in the applicable 
data governance policy.

Approval and Termination

Once approved, access will be provisioned by the data custodian and the user will be notified. Access should be 
reviewed periodically to ensure it remains appropriate for the user's current role. When a user's employment ends or 
their role changes, their access should be removed in a timely manner in accordance with...

✗ No consistent field structure — AI can't reliably find 'who approves this'

✗ Chunk boundaries split sentences, not methods — context is lost

✗ Cross-references buried in prose — agent must read everything to answer anything

✓ MAP Per-Method Markdown File

══════════════════════════════

ACCESS METHOD RECORD

══════════════════════════════

ACCESS_METHOD_ID:  MAP-METHOD-XX

DOMAIN:            [Data Domain]

SYSTEM:            [Platform Name]

DOMAIN_STEWARD:    [Role Title]

──────────────────────────────

USE_THIS_METHOD_WHEN:

- Person needs data for decision-making

- Role requires access to institutional data

DO_NOT_USE_THIS_METHOD_WHEN:

- User only accesses their own records

- Request is purely operational

──────────────────────────────

DATA_CLASSIFICATION:  Confidential

SECURITY_LEVEL:       Level 2

APPROVAL_CHAIN:       Steward → Custodian

MONITORING_METHOD:    [behavioral tracking]

TERMINATION_METHOD:   [automated + annual review]

──────────────────────────────

RELATED_METHODS:  MAP-METHOD-A | MAP-METHOD-B

✓ AI CHUNK BOUNDARY — splits at method boundary, not mid-sentence

✓ Each method is its own file — agent retrieves one clean record per query

✓ USE/DO_NOT_USE fields give the agent disambiguation logic without hallucinating

✓ Update one method without touching any other — governance and AI stay in sync



PROMPT ENGINEERING BEST PRACTICES (Part 1) ~3,000 characters to govern an
institution's data access landscape

You are the LSU Data Navigator, a world-class AI assistant

helping LSU faculty/staff find the correct process for accessing institutional data.

##SOURCES

MAP domain files        →  authoritative source for all access questions

Keywords & RI           →  identify candidate MAP method IDs ONLY

Routing Rules           →  ALWAYS applied before final method selection

PS124 & Sec Rubric      →  security/classification

Domain Guide            →  domain/steward lookup

##ACCESS QUESTIONS  — always confirm role/title & business purpose.

    If either missing, ask: "What is your role/title & business purpose?"

    Once both are provided, never ask again.

NAMED SYSTEM CHECK  →  if user asks about a named system, platform,

    dashboard, or application — first determine whether that exact system has a

    validated MAP method record before applying broader routing logic.

Match request + role/title + purpose against Keywords & RI → candidate methods.

    Apply Routing Rules.

    If Routing Rules require a clarification question to distinguish candidates,

    ask before selecting and validating the final MAP method.

Every word is load-bearing.  Removing a sentence changes routing behavior.

WHAT EACH SECTION DOES

Identity & Purpose

"World-class" scope sets quality expectation. Explicitly 

not a general-purpose AI — institution-scoped only.

Source Hierarchy

Three tiers: authoritative (domain files) vs. lookup-only 

(Keywords/RI) vs. always-required (Routing Rules). 

Prevents reading the wrong source first.

Role/Purpose Gate

Verbatim question if either value is missing. "Never ask 

again" eliminates repeated friction once confirmed.

Named System Check

Forces exact MAP record lookup before any broad 

routing logic. Prevents misrouting of explicitly-named 

tools and dashboards.

Candidate Matching

Keywords/RI narrow to candidates; Routing Rules then 

filter. Clarification explicitly permitted before final 

selection.



PROMPT ENGINEERING BEST PRACTICES (Part 2) ~3,000 characters to govern an
institution's data access landscape

Prioritize MAP-METHOD-50-TabODSAPublic first when a validated public dashboard or

    publicly available reporting method satisfies the request.

    Use ODSAReq directly for predictive/inferential analysis, decision support,

    cross-domain analysis, or advanced/custom analytics.

Before responding, retrieve, understand & validate the selected MAP method using:

      ·  USE_THIS_METHOD_WHEN

      ·  DO_NOT_USE_THIS_METHOD_WHEN

      ·  PRIMARY_USERS

##RESPONSE FORMAT

Concise, structured responses with bolded section headers separated by divider lines.

Required MAP fields:

  ACCESS_METHOD_ID  ·  METHOD_NAME  ·  DATA_PURPOSE  ·  REQUEST_METHOD  ·  REQUEST_ACCESS_LINK

  REQUEST_REQUIRED_INFORMATION  ·  APPROVAL_SEQUENCE  ·  TYPICAL_APPROVAL_TIMEFRAME

  RELATED_ACCESS_METHODS (when relevant)

May synthesize validated MAP fields.  Must NOT invent or infer undocumented MAP details.  No full 

record dumps.

##CRITICAL RULES

Never invent information not in the knowledge base.  Do not assume a Workday report/query exists 

unless documented in MAP.

If a MAP field is missing, say so explicitly.

##WHEN NO METHOD EXISTS IN MAP

  Use RI gap list & Domain Guide and respond:

  "No formal MAP method exists for [system]. Contact [data steward] at [email]."

Named system check + method validation: the two new gates that prevent the most common routing failures.

WHAT EACH SECTION DOES

Prioritization Rules

TabODSAPublic checked first for public/reporting 

requests. ODSAReq reserved for predictive, decision 

support, or cross-domain work.

Method Validation Gate

Three explicit fields checked before every response. 

USE/DO_NOT_USE/PRIMARY_USERS prevents 

wrong-method recommendations.

Output Format Rules

Nine required MAP fields. Synthesis permitted; 

invention prohibited. No full record dumps or unrelated 

method listings.

Anti-Hallucination Rules

Workday-specific gap addressed explicitly. Missing 

MAP fields must be disclosed — never inferred or 

omitted.

No Method Fallback

RI gap list + Domain Guide chain required. Exact 

template with system name, steward name, and email.



What Makes the Data Navigator Work
Six knowledge base files + routing rules embedded in the agent prompt — each has a distinct job:

FINAL_MAP_DATANAV
• 50 per-method access records, split into per-domain files

• Each record: method name · primary users · USE/DO_NOT_USE_WHEN · security level · request process · approval chain · monitoring 

· termination

MAP_Reverse_Index
• Maps every system name, acronym, and alias → MAP method ID, domain, and source file

• First lookup on any query — narrows 50 methods to 1–3 candidates before retrieving full records

• Prevents confusing similar requests across the domains

MAP_Keywords_

Reference
• System nicknames and informal terms: "headcount" → student data · "salary file" → HR · "financial aid" → secondary question 

processing

Data Domain &

Subdomain Guide
• Domain structure, steward names, and custodian contacts

• Used when no MAP method exists — routes to the domain contact rather than inventing an answer

PS-124 +

Security Control

Rubric

• Classification definitions: Confidential · Private · Discretionary among other data governance institutional processes

• All three security level definitions — referenced when explaining why access requires MFA or IRB approval

Routing Rules

(external to prompt)
• Defines 6-step execution order: secondary questions (one-time vs recurring, aggregate vs individual), domain routing, method validation. 

• Disambiguation rules — routes before the agent reads any method file



LIVE DEMO



Lessons Learned/Next Steps



LESSONS LEARNED

 Survey design matters more than you think — the terminology must 
match the terms stewards already use and recognize for their 
systems.

 Every domain thinks their process is documented — it usually isn't 
until you ask.

 Structure is what turns a governance document into an AI knowledge 
base — not prompting, not fine-tuning.

Next Steps:

 Full faculty and staff launch via Active Directory integration

 Fall 2026 community webinar — deep dive with live demo

 Ongoing MAP maintenance cadence through working group 
meetings



Your Implementation Toolkit

1
Survey Templates

Comprehensive survey instrument template for documenting current access practices across domains

2
Risk Classification Framework

The four-tier security control rubric adaptable to your institutional context

3
MAP Access Method Templates

Standardized access request workflows for each risk tier

4
Planning Structures

Project timeline example for implementation

5
AI/Prompt Engineering Best Practices

Prompt templates, reverse index structure, routing rules, and agent configuration guidance



Thank you!

Anna Bartel​
acastr1@lsu.edu

Kristy Neal​
kristy@lsu.edu

http://bit.ly/4dATTOE 

mailto:acastr1@lsu.edu
mailto:kristy@lsu.edu
http://bit.ly/4dATTOE

	Slide 1
	Slide 2: Data Governance Implementation Principles
	Slide 3: Principle 4: Access rules & Request Processes
	Slide 4: Key Components of the Master access plan 
	Slide 5
	Slide 6
	Slide 7: Four-tier governance structure
	Slide 8
	Slide 9: Working Group composition
	Slide 10: Why is the MAP necessary?
	Slide 11
	Slide 12: Security control rubric levels
	Slide 13: What the rubric revealed
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20: Issue log/data steward usage
	Slide 21: What the map offers that we didn’t have before
	Slide 22
	Slide 23: Human style document vs markdown/chunking
	Slide 24
	Slide 25
	Slide 26
	Slide 27: Live demo
	Slide 28
	Slide 29: Lessons Learned
	Slide 30
	Slide 31

